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	Reason for change:
	In deriving KNG-RAN*, a cell specific parameter ARFCN-DL is used as an input parameter. This key derivation is inherited from LTE, where EARFCN-DL is used instead. In LTE, EARFCN-DL is the center frequency of a cell, hence is determined unambiguously both at the network and UE. 

In 5G, the handover command from the source cell (RRCReconfiguration) to UE carries two ARFCNs of the target cell, which are ARFCN of SSB and ARFCN of PointA (i.e., reference/base frequency of the cell), carried in FrequencyInfoDL as shown below.

FrequencyInfoDL ::=                 SEQUENCE {

    absoluteFrequencySSB                ARFCN-ValueNR           OPTIONAL,   -- Cond SpCellAdd

    frequencyBandList                   MultiFrequencyBandListNR,

    absoluteFrequencyPointA             ARFCN-ValueNR,

    scs-SpecificCarrierList             SEQUENCE (SIZE (1..maxSCSs)) OF SCS-SpecificCarrier,

    ...

}
It should be noted that neither of those ARFCNs is the center frequency of the cell. 

The same ambiguity on ARFCN exists when UE selects a cell for inactive to connected transition or RRC Reestablishement due to RLF and derives KNG-RAN*.  Considering all these scenarios, from UE point of view, a clarification on which ARFCN should be used for KNG-RAN* derivation is needed.

A similar ambiguity on ARFCN exists on the network side. In Xn based handover, the source RAN node calculates the KNG-RAN* based on the ARFCN of the target cell and provides it to the target gNB in Handover Request. In N2 based handover, the target gNB calculates KNG-RAN* based on the ARFCN of the cell that the UE is accessing to. However, it is not specified which ARFCN of the target cell should be used for KNG-RAN* derivation and therefore it is not guaranteed that the source gNB or the target gNB would use the same ARFCN as UE for KNG-RAN* derivation. 
To address the above issues, RAN2 agreed a CR (R2-1914129) that clarifies that the DL-ARFCN used for security key derivation upon mobility is the absolute SSB frequency of the target PCell.
The same clarification is needed in TS 33.501 since TS 38.331 refers to TS 33.501 for KNG-RAN* derivation.

	
	

	Summary of change:
	The ARFCN-DL in A.11 is clarified as below.
P1 = ARFCN-DL (the absolute frequency of SSB of the target PCell as specified in clause 13.3 of TS 38.300 [52])

	
	

	Consequences if not approved:
	The network and the UE may derive different KgNBs after mobility. As a result, the security procedures may fail.
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	Other comments:
	


**** START OF CHANGES ****
A.11
KNG-RAN* derivation function for target gNB
When deriving a KNG-RAN* from current KgNB or from fresh NH and the target physical cell ID in the UE and NG-RAN for handover purposes and transition from RRC_INACTIVE to RRC_CONNECTED states the following parameters shall be used to form the input S to the KDF.

-
FC = 0x70
-
P0 = PCI (target physical cell id)

-
L0 = length of PCI (i.e. 0x00 0x02)

-
P1 = ARFCN-DL (the absolute frequency of SSB of the target PCell as specified in clause 13.3 of TS 38.300 [52])

-
L1 = length of ARFCN-DL (i.e. 0x00 0x03)
The input key KEY shall be the 256-bit NH when the index NCC in the handover increases, otherwise the current 256-bit KgNB (when source is gNB) or KeNB (when source is ng-eNB).

**** END OF CHANGES ****

